
Threat Level 
Privacy, Crime and Security Online

Yahoo, Verizon: Our Spy Capabilities Would 
‘Shock’, ‘Confuse’ Consumers

By Kim Zetter  December 1, 2009  |  3:30 pm  |  Categories: Cover-Ups, Surveillance, privacy 

Want to know how much phone companies and internet service 
providers charge to funnel your private communications or records to U.S. law enforcement and spy 
agencies?

That’s the question muckraker and Indiana University graduate student Christopher Soghoian asked 
all agencies within the Department of Justice, under a Freedom of Information Act (FOIA) request 
filed a few months ago. But before the agencies could provide the data, Verizon and Yahoo 
intervened and filed an objection on grounds that, among other things, they would be ridiculed and 
publicly shamed were their surveillance price sheets made public.

Yahoo writes in its 12-page objection letter (.pdf), that if its pricing information were disclosed to 
Soghoian, he would use it “to ’shame’ Yahoo! and other companies — and to ’shock’ their 
customers.”

“Therefore, release of Yahoo!’s information is reasonably likely to lead to impairment of its 
reputation for protection of user privacy and security, which is a competitive disadvantage for 
technology companies,” the company writes.
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Verizon took a different stance. It objected to the release (.pdf) of its Law Enforcement Legal 
Compliance Guide because it might “confuse” customers and lead them to think that records and 
surveillance capabilities available only to law enforcement would be available to them as well — 
resulting in a flood of customer calls to the company asking for trap and trace orders.

“Customers may see a listing of records, information or assistance that is available only to law 
enforcement,” Verizon writes in its letter, “but call in to Verizon and seek those same services. Such 
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calls would stretch limited resources, especially those that are reserved only for law enforcement 
emergencies.”

Other customers, upon seeing the types of surveillance law enforcement can do, might “become 
unnecessarily afraid that their lines have been tapped or call Verizon to ask if their lines are tapped (a 
question we cannot answer).” 
 
Verizon does disclose a little tidbit in its letter, saying that the company receives “tens of thousands” 
of requests annually for customer records and information from law enforcement agencies.

Soghoian filed his records request to discover how much law enforcement agencies — and thus U.S. 
taxpayers — are paying for spy documents and surveillance services with the aim of trying to deduce 
from this how often such requests are being made. Soghoian explained his theory on his blog, Slight 
Paranoia:

In the summer of 2009, I decided to try and follow the money trail in order to determine 
how often Internet firms were disclosing their customers’ private information to the 
government. I theorized that if I could obtain the price lists of each ISP, detailing the 
price for each kind of service, and invoices paid by the various parts of the Federal 
government, then I might be able to reverse engineer some approximate statistics. In 
order to obtain these documents, I filed Freedom of Information Act requests with every 
part of the Department of Justice that I could think of.

The first DoJ agency to respond to his request was the U.S. Marshals Service (USMS), which 
indicated that it had price lists available for Cox Communications, Comcast, Yahoo and Verizon. But 
because the companies voluntarily provided the price lists to the government, the FOIA allows the 
companies an opportunity to object to the disclosure of their data under various exemptions. Comcast 
and Cox were fine with the disclosure, Soghoian reported.

He found that Cox Communications charges $2,500 to fulfill a pen register/trap-and-trace order for 60 
days, and $2,000 for each additional 60-day-interval. It charges $3,500 for the first 30 days of a 
wiretap, and $2,500 for each additional 30 days. Thirty days worth of a customer’s call detail records 
costs $40.

Comcast’s pricing list, which was already leaked to the internet in 2007, indicated that it charges at 
least $1,000 for the first month of a wiretap, and $750 per month thereafter.

But Verizon and Yahoo took offense at the request.

Yahoo objected on grounds that its pricing constituted “confidential commercial information” and 
cited Exemption 4 of the Freedom of Information Act and the Trade Secrets Act.

Exemption 4 of the FOIA refers to the disclosure of commercial or financial information that could 
result in a competitive disadvantage to the company if it were publicly disclosed. The company claims 
its pricing is derived from labor rates for employees and overhead and, therefore, disclosing the 
information would provide clues to its operating costs — regardless of whether these same clues are 
already available in public records, such as those the company files with the Securities and Exchange 
Commission. The company also claims that since Soghoian is trying to determine the actual amounts 
the Marshals Service paid Yahoo for responding to requests, the price lists are irrelevant, since “there 
are no standard prices for these transactions.”
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But equally important to Yahoo’s objections was the potential for “criticism” and ridicule. Yahoo 
quoted Soghoian on his blog writing that his aim was to “use this blog to shame the corporations that 
continue to do harm to user online privacy.”

Yahoo also objected to the disclosure of its letter objecting to the disclosure of pricing information 
saying that “release of this letter would likely cause substantial competitive harm” to the company. 
The company added, in a veiled threat, that if the Marshals Service were to show anyone its letter 
objecting to the disclosure of pricing information, it could “impair the government’s ability to obtain 
information necessary for making appropriate decisions with regard to future FOIA requests.”

If anyone out there has a copy of Verizon or Yahoo’s law enforcement pricing list and wants to share 
it, feel free to use our anonymous tip address.
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Comments (26)

Posted by: TDiddy | 12/1/09 | 3:47 pm

Seems like they already shamed themselves by not complying. I guess they don’t make as much 
money from their actual business as they let on, so they probably charge a ton, and hope that lots of 
requests for client info comes in. Or charge next to nothing so they get used often.

Posted by: idoitinthewoods | 12/1/09 | 4:07 pm

from ^^

Exactly TDiddy, they have something embarassign to hide, and possibly unethical too. What would or 
may be revealed might confirm my inner “conspiracy theorist.”

You can see how scared they were. Verizon came out with the most BS reason of them all. “Verizon 
took a different stance. It objected to the release (.pdf) of its Law Enforcement Legal Compliance 
Guide because it might “confuse” customers and lead them to think that records and surveillance 
capabilities available only to law enforcement would be available to them as well — resulting in a 
flood of customer calls to the company asking for trap and trace orders.

All the smart people know that their online info gets passed around like UNO cards by these big 
companies. The dumb people still think that their privacy is safe online. Look at Richard Mathew 
Stallman (RMS), that guy doesn’t use internet on his personal computer. Extreme yes indeed, but he 
is RMS — sort of like the modern day Elvis of computer technology.

Posted by: ShaJ | 12/1/09 | 4:09 pm
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Duh, Many such Black and Blue programs were started under Coward and Traitor to the US 
Constitution EX NSA Boss Mikie H. Please see James Bamford’s book “the Shadow Factory” and the 
TV Documentary “the Spy Factory” for details.

Posted by: thousandsun | 12/1/09 | 4:11 pm

Why does the use of “Exemption 4 of the Freedom of Information Act” by Yahoo sound like 
complete and utter bullshit?

Posted by: SaintWaldo | 12/1/09 | 5:04 pm

IANAL, but isn’t “public shame” the exact same as the Falwell “mental anguish” defense, in that just 
because it makes you uncomfortable to be criticized does not give you right to abridge speech? They 
are public agency records, paid for by taxpayers. The amount of potential embarrassment should have 
been a factor in the pricing, if they were so concerned about it.

Posted by: nacoran | 12/1/09 | 5:45 pm

I’m not sure if I should be more angry with how easy it seems for the government to tap your phone 
or how badly the telecos our gouging the tax payers to do so. Thousands of dollars for a wire tap? 
Shouldn’t that be just the same cost as an extra line and install? $40 for a customer’s last month of 
phone calls? You can order an extra bill online for free!

Posted by: BoB_OI | 12/1/09 | 5:57 pm

They should be shamed, the whole thing is pathetic. Not a free country, there is no freedom anymore, 
and if you think the internet is free you are a fool.

Step out of line and a man comes to take you away.

Posted by: 8x10 | 12/1/09 | 6:15 pm

They charge so much for these because they KNOW that they can! And the Feds pay it, because 
THEY can.

Posted by: Johnny_Scofflaw | 12/1/09 | 6:51 pm

Hell, I could use some spare change.

Hey, Uncle Sam, I’ll sell you whatever personal info Sprint would have, I’ll even undercut them to 
boot.

How’s about 35 smackaroos to know who I’ve called in the last 30 days? 
It still won’t do you any good, cause I’ll just use the good ol’ pay phone for any illicit activity.

Posted by: BigBill | 12/1/09 | 6:58 pm
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Good thing to know that I’m not the only one being ripped off on data charges.

Posted by: nacoran | 12/1/09 | 7:09 pm

On second thought, maybe Verizon is on the level. I just tried to log on to pay my phone bill and the 
page after log-in won’t load. If they need the manpower to fix this, who am I to let my civil rights get 
in the way.

Posted by: cheri1 | 12/1/09 | 9:45 pm

I strongly suggest you go to sugarloves. c o m , where i have met many single sugar beauties and rich 
men, who love chatting sports. online .. .

Posted by: delahaya | 12/1/09 | 9:52 pm

Amazing that these companies are actually using surveillance requests as a profit center. I want to 
throw up.

Posted by: mencken | 12/1/09 | 10:18 pm

A simple search on google.com for’yahoo! compliance guide’ reveals Yahoo’s Compliance Guide for 
law Enforcement filed as a pdf google-doc via leagueathletics.com. A similar search for Verizon’s 
compliance guide reveals where it use to be available on-line (www.e-evidence.info).

Posted by: eehd | 12/1/09 | 10:56 pm

Thank you Bush administration and spineless members of congress for not standing up and protect 
their constituents’ privacy by voting for the Patriot Act.

Posted by: DistortedLoop | 12/2/09 | 9:57 am

This article points out two things we should have already known: 
There is ZERO privacy in a technology based world. 
There is no limit to how much you can OVER-charge the government for a product or service.

Posted by: mjf | 12/2/09 | 12:22 pm

I swear, you people have no sense. Two points:

1) The gov’t (local or federal) needs a court order to monitor any US persons communications; even 
under the Patriot Act believe it or not. Get it: a court order granted by a judge; the very foundation of 
all US law. If you don’t agree with that, you don’t agree with a founding principal of the Constitution.

2) What on earth do you think the overhead is on a communication company to take the time and 
resources to pry into 1 persons life? What, do you think it’s 5 or 10 bucks? Obviously not. It probably 
costs hundreds just to process the form, seeing as how specific and controlled it is. Now, I’m not 
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saying they don’t make any money form this, but to think that this process is a prime source of 
generating revenue is a joke.

Please, start using your heads and stop being so reactionary. Law enforcement, with a proper court 
order approved by a judge, has every right to pry into the citizenry. We have to trust our judges, 
otherwise our system of laws will not have two legs to stand on. Sure, not all judges are right all of 
the time, but on the whole, our system works; just watch an episode of “Lock Up” for proof…

Posted by: brainspam | 12/2/09 | 12:30 pm

It’s of course hyperbole to say Yahoo would be “shamed.” Yahoo doesn’t have feelings, it’s a 
company.

Maybe the real story here is simply how lucrative surveillance is. What if their profits from 
surveillance was on par with their advertising revenue?

Posted by: kibbles | 12/2/09 | 2:33 pm

@mjf - unless, of course, youre the Bush/Cheney administration. then you dont get court orders. see 
history.

Posted by: mdc837 | 12/2/09 | 2:37 pm

so Yahoo and Verizon have something to hide and basically admit it by arguing that they shouldn’t 
have to show this data because it would make them look bad. Nice example to set. So if anyone has 
anything bad going on, just hide it like Yahoo and Verizon.

Posted by: PaultheCabDriver | 12/2/09 | 11:34 pm

Wouldn’t it be wonderful if one of the many large phone companies out there refused to give anything 
to the government without a proper warrant, then used that as an advertisement? I wish the phone 
companies stonewalled the government on giving out private information about their customers as 
much as they stonewalled the journalists who want to ferret out their malfeasance.

Posted by: emelljee | 12/3/09 | 7:13 am

Has anyone tried requesting from Yahoo! or Verizon under the FOIA what information on themselves 
has been disclosed to third parties, gov’t or otherwise? And @mjf correlating this against judge 
approved court orders?

Posted by: vulturetx | 12/3/09 | 9:20 am

@emelljee 
FOIA does not apply to private companies only the government. 
And Verizon does not have to tell anyone anything pretty much. 
As for those who say the telephones companies do not have to agree to gov requests, ATT did it for 
decades, so did Western Union. That precedent and the threat of the FCC NOT granting radio airspace 
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to your telco has been enough. Yes all of them granted access when handed a court order, but only 
one held out for the court order. 

/NOTE: EVERY Canadian TelCo business (yeah those guys based in Montreal) granted the NSA total 
access to logs and records of its users no matter where they resided.

Posted by: squelch | 12/4/09 | 10:14 am

Why is it that everyone assumes that intelligence collection == totalitarianism?

If a major terrorist incident were to happen again, everyone would cry out to the Capitol, as they did 
before, “how could you not have known this was happening.” In this country, we would like our law 
enforcement to be infallibly accurate in its investigation of criminal activity while having perfect 
efficiency and never investigating (or being able to investigate) an innocent party.

The problem is that perfect freedom requires perfect insecurity, and the higher you raise up the 
“security” slider the more freedoms you take away. The government doesn’t send people to 
Guantanamo on the basis of a phone call alone. It’s a single aspect of a larger investigation and you 
can’t argue that the government barely has the resources to afford healthcare or conduct overseas 
combat operations in the same breath that you argue that the government has too many resources to 
devote to stalking your solitary ass around the country.

Posted by: mwollenweber | 12/4/09 | 12:52 pm

Reading the document, especially from Yahoo two things come to mind:

1. Their primary objection is the competitive loss suffered by releasing their pricing schedule. I’m 
curious how companies compete for prices related to wire taps. I wouldn’t think there was much of a 
market as the government either needs the tap or not. Additionally, it would seem compelling if part 
of their business model was gaining profit by selling customer wire-taps. 

2. I’m curious if releasing the price schedule is the same as listing fees paid for wire tapping service. 
They’re de facto the same, but in principal maybe different. The schedule might be proprietary 
corporate information, but what the government paid for a service seems to be core information one 
might want from a FOIA.

Posted by: telephoneman1946 | 12/4/09 | 6:30 pm

I worked for a small telephone company. We did nothing without a court order. If someone contacted 
the sheriff about a malicous call, it had to come to us with a suponea before we would release that one 
call record. 
To have a live real time wire tap set up (we never did get a request) would have required extra 
equipment and a data line set up to the fbi or other agency requesting it to send them the content and 
call records in real time. High speed data cirtuits are not cheap. The set up and the paper work are 
very extensive, plus it must be done in secret. If it is a suspected drug dealer or kidnapping or 
terrorist, it must be done right the first time. There are strict laws and procedures about how it must be 
done. Quality and speed and secrecy doesn’t come for pennies.
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